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Abstract

Government agencies and other organizations have begun to augment their computer secu-
rity efforts because of increased threats to computer security. Incidents involving these threats,
including computer viruses, malicious user activity, and vulnerabilities associated with high tech-
nology, require a skilled and rapid response before they can cause significant damage. These
increased computer security efforts, described here as Computer Security Incident Response Ca-
pabilities (CSIRCs), have as a primary focus the goal of reacting quickly and efficiently to com-
puter security incidents. CSIRC efforts provide agencies with a centralized and cost-effective
approach to handling computer security incidents so that future problems can be efficiently re-
solved and prevented.

While the risks to computer security have increased, agencies have also become more de-
pendent on computers. Many systems in widespread use today do not contain safeguards to
guarantee protection from these threats. Additionally, as systems become more complex, they are
more prone to vulnerabilities that can increase the risk of malicious exploitation. Due to greater
availability of computers, users are often de facto system managers, however many have neither
the requisite skills nor time to manage their systems effectively. These factors make it clear that
agencies need to augment their computer security capabilities before they suffer from serious
computer security problems that can harm their missions, result in significant expense, and tar-
nish their images.

A CSIRC can help agencies resolve computer security problems in a way that is both effi-
cient and cost-effective. Combined with policies for centralized reporting, a CSIRC can reduce
waste and duplication while providing a better posture against potentially devastating threats. A
CSIRC is aproactiveapproach to computer security, one that combines reactive capabilities with
active steps to prevent future incidents from occurring.
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1. Introduction

This guide provides advice for federal agencies and other organizations on establishing a
Computer Security Incident Response Capability (CSIRC). A CSIRC provides computer security
efforts with the capability to respond to computer security-related incidents such as computer
viruses, unauthorized user activity, and serious software vulnerabilities, in an efficient and timely
manner. A CSIRC further promotes increased security awareness of computer security-related
risks so that agencies are better prepared and protected.

1.1 Purpose

This publication provides guidance for those interested in establishing a CSIRC. It de-
scribes why traditional computer security efforts may not be sufficient in light of more recent
threats. This guide discusses some of the considerations in establishing a CSIRC as well as the
organizational, technical, and legal issues connected with a CSIRC operation.

This guide is a starting point; it does not address all the issues relevant to Computer Securi-
ty Incident Response (CSIR) for each agency or environment. To establish a CSIRC, each agen-
cy must explore many options and make many decisions. References are included in this docu-
ment to help agencies in this process.

1.2 Audience

This guide is written primarily for federal agencies; however, it is also intended for other
governmental, commercial, and academic organizations. Although this guide focuses primarily
on establishing a CSIRC, it contains basic information that is useful for readers unfamiliar with
the CSIRC concept.

1.3 Basic Terms

A computer security incidenfor purposes of this guide, is any adverse event whereby
some aspect of computer security could be threatened: loss of data confidentiality, disruption of
data or system integrity, or disruption or denial of availability. The definition of an incident may
vary for each agency depending on many factors; however, the following categories and exam-
ples are generally applicabjecHULTZ90].
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» Compromise of integrity, such as when a virus infects a program or the discovery of a
serious system vulnerability;

» Denial of service such as when an attacker has disabled a system or a network worm
has saturated network bandwidth;

* Misuse such as when an intruder (or insider) makes unauthorized use of an account;
» Damage such as when a virus destroys data; and
* Intrusions, such as when an intruder penetrates system security.

The acronymCSIRCstands forComputer Security Incident Response Capabilitiiereas
CSIRis used to stand foComputer Security Incident Respons®ther acronyms exist for CSIR
capability, includingCSRC(Computer Security Response Center) &ERT(Computer Emer-
gency Response Team).

This guide uses the tertnaditional computer security effotb describe computer security
efforts that are rooted in sound principles of physical security and contingency planning but that
do not provide a CSIR capability.

The termsincident responsandincident handlingare used synonymously to describe the
reactive activities associated with a CSIRC.

1.4 Structure of this Document

This document is structured as follows: Chapter 2 presents an overview of a CSIRC, in-
cluding reasons for CSIR activity, the CSIRC concept, its goals, components, and interaction
with existing agency computer security efforts. Chapter 3 deals with issues and factors associat-
ed with establishing an agency CSIRC. Chapter 4 describes some of the issues associated with
operating and maintaining a CSIRC. The appendices contain an annotated bibliography for fur-
ther reading on computer security and incident handling and information on FIRST, the Forum of
Incident Response and Security Teams.
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2. CSIRC Overview

This section describes the basic aspects of a Computer Security Incident Response Capabili-
ty: its concept, benefits, components, and relationship to current computer security efforts within
an agency. Background sections are included that deal with traditional computer security efforts,
current threats to computer security, and justifications for increased CSIRC activity.

2.1 Traditional Agency Computer Security Efforts

A traditional computer security effort typically isot preparedio detect and subsequently
react in atimely and efficientmanner to computer security threats, such as systems intrusions or
serious bugs and vulnerabilities in systems.

Traditional computer security efforts are designed to meet a threat scenario that today is
considered incomplete or outdated. Until the early 1980s, problems such as computer viruses
and malicious hacking activity were not recognized as problems. Available guidance concentrat-
ed on subjects such as disaster recovery, physical security, backup contingency procedures, and
data confidentiality. Agencies sometimes combined computer security responsibilities with gen-
eral security responsibilities, therefore those responsible for computer security often were not
highly skilled in computer technology. For many years, this arrangement of resources sufficed.

2.2 The Changing Threat Environment

Computer systems have progressed rapidly in capability and availability. Networks such as
the Internet link together tens of thousands of systems and cross international boundaries. Sys-
tem costs have decreased so that multi-user systems, personal computers, and local area networks
are often widespread throughout agencies.

Along with the growth and spread of computer technology, a similar growth has occurred
in the ways in which high technology can be exploited for harmful purposes. Four factors have
increased risks of malicious exploitation:

* An emphasis on data confidentiality (and not integrity or availability);
* Increased use of local and wide area networks;

The Internet is an interconnected network of many networks all running the TCP/IP protocol suite, connected
through gateways. It exists to facilitate sharing of resources at participating organizations, which include government
agencies, educational institutions, and private corporations. IntBmetis very large, covering the United States, Cana-
da, Europe, and Asia. Estimates of numbers of hosts exceeds 500,000; it continues to grow at a fast rate.

3
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» Extensive use of personal computers combined with lack of user training; and
* Increased chances of vulnerabilities due to system complexity.

Due to computer security requirements being driven in the past by concerns primarily with
secrecy, most advances in computer security have been oriented towards protection of data confi-
dentiality [RISk91] and not integrity or availability. However, threats such as computer viruses
and worms are generally defeated by mechanisms for ensuring integrity and availability. While
many vendors’ products contain some integrity-enhancing mechanisms, systems are more at risk
to threats such as viruses and worms that target integrity and availability.

The growth of networks now provides more freedom of range for malicious activity
[QUARTERM90]. A networked system whose manager and users practice poor security poses sig-
nificant threats to other systems on the network by enabling the spread of malicious software or
by use as a springboard for malicious user activity. Interconnected computer networks also pro-
vide attackers a high degree of anonymity since connections between networks and countries are
often difficult to trace.

As the price and size of systems has decreased, many users of systems have become, in
effect, system managers as well. This is particularly true of personal computers, but often users
of more complex and powerful systems must combine their other work activities with system
management. This arrangement may reduce emphasis on proper system management and securi-
ty procedures and increase the likelihood that systems are not maintained to be more resistent to
computer security threats.

Finally, the complexity of modern systems has increased the risk that software defects
remain undetected until the systems are already in operation. Users are at risk from undetected
vulnerabilities and system failures that affect system integrity and availability and increase the
odds of malicious exploitation.

2.3 The Need for CSIR Capability

The elements of a traditional agency computer security effort continue to be important and
useful. As shown in the previous discussion, two trends necessitate the establishment of CSIR
capability: first, computers are widespread throughout agencies; agencies rely heavily on com-
puters and cannot afford denial of service, and second, agency computer systems and networks
are at much higher risk to threats such as computer viruses, intrusions, and vulnerabilities. The
following examples of computer security incidents are now commonplace:
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» A computer virus is copied to a LAN server; within minutes hundreds of other computers
are infected; recovery takes several people and several days.

» Backups infected with viruses result in reinfected systems, requiring more time and ex-
pense.

* Vulnerabilities in software are discovered that permit unauthorized entry; explicit instruc-
tions on how to exploit the vulnerability become quickly known.

» System intruders copy password files and distribute them throughout large networks.

» Break-ins through international networks require cooperation of different government
agencies.

» Outbreaks of viruses or system penetrations appear in the press, causing embarrassment
and possible loss of public confidence.

These situations could cause agencies to face extreme expense in productivity, significant
damage to their systems, loss of funds, and damage to their reputetias). Clearly, agen-
cies now need to take action prior to suffering the consequences of a serious computer security
problem.

2.4 The CSIRC Concept

A Computer Security Incident Response Capability is that part of a computer security effort
that provides the capability to respond to computer security threats rapidly and effectively. A
CSIRC is a direct extension of the contingency planning process, due to its explicit preparedness
to respond to threats as they occur.

A CSIRC should be a central capability for dealing with virtually any computer security
problem that occurs. It should provide a means for reporting incidents and for disseminating
important incident-related information to management and users. It should concentrate the coor-
dination of incident handling into one effort, thereby eliminating duplication of effort.

One basic aim of a CSIRC is to mitigate the potentially serious effects of a severe comput-
er security-related problem. To effect this aim, a CSIRC effort requires the involvement and
cooperation of the entire agency. It requires not only the capability to react to incidents, but the
resources to alert and inform the users. It requires the cooperation of all users to ensure that
incidents are reported and resolved and that future incidents are prevented.

A CSIRC, viewed as a discrete organization, would be relatively small, perhaps only three
or more individuals. In its broadest sense, a CSIRC effort can be viewed as the involvement of
the agency as a whole, organized such that its management structures, communications and re-
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porting mechanisms, and users all work together in reporting, responding to, and resolving com-
puter security incidents quickly and efficiently.

2.5 CSIRC Constituency and Technology Focus

Inherent to the purpose of a CSIRC is the existence ofrsstituencythe group of users or
organizations served by the CSIRC. The constituency members share specific characteristics,
such as a specific agency, its computer network, certain operating systems, or other common
factors. The CSIRC’sechnology focuss that area of computer technology in use by the con-
stituency that the CSIRC specializes in, such as microcomputers, or microcomputers of a certain
make.

A CSIRC constituency need not be the entire agency or organization. For example, an
agency might utilize several types of computer and networked systems, but may decide that a
CSIRC is required to serve only its microcomputer users, e.g., computer viruses are viewed as
more likely a threat than those threats more common to larger systems. Or, a large agency com-
posed of several sites may decide that current computer security efforts at some sites do not
require a CSIRC, whereas other sites do.

2.6 Proactive vs. Reactive Nature of a CSIRC

A CSIRC is not solely a reactive capability; it is alsgpepactiveapproach to reducing an
agency’s computer security risks. When not responding to incidents, a CSIRC can take proactive
steps to educate its constituency regarding pertinent risks and threats to computer security. These
activities can prevent incidents from occurring. They include informing users about vulnerabili-
ties and heightening awareness of other security threats, procedures, and proper maintenance of
their systems.

An analogy to this mix of activities is a typical fire department. The reactive activities in-
clude fighting fires; however, one could say that the proactive, or fire-prevention, activities result
in more injuries prevented. Likewise, a CSIRC may prove more cost-effective because of its
incident-prevention activities than its incident-handling efforts.

2.7 CSIRC Relationship to Current Agency Security Efforts

A CSIRC activity complements and improves current computer security efforts. Results of
CSIRC activity such as collected statistics and other information on computer security, comple-
ment other components of current efforts such as risk analysis, contingency planning, and securi-
ty audit. The proactive functions of a CSIRC, such as security awareness training, may already

6
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exist to some degree in current security programs. The essential requirements for centralized
reactive capability may already exist to some degree in the form of help desks, management
reporting structures, and policies for centralized reporting.

However, a CSIRC is defined less by its organizational structure than by its centralized,
proactive capability to respond to security threats with speed, efficiency, and without duplication
of effort and waste of agency resources. To achieve those objectives, current efforts will most
likely require some revamping. Policies for centralized reporting and mechanisms for effecting it
may need to be put into place. Personnel with the requisite skills and necessary equipment may
need to be dedicated to the effort. Other changes in the way in which the agency manages com-
puter security will most likely result.

2.8 Early Agency CSIRC Efforts

Several government agencies have started CSIRC activities or have augmented their com-
puter security efforts with CSIR capabilities. In 1988, the Defense Advanced Research Projects
Agency (DARPA) funded the CERT/CC (Computer Emergency Response Team/Coordination
Center) to investigate and resolve computer security incidents related to the Internet, concentrat-
ing mainly on UNIX operating systemmsCHERLIS88] [SCHERLIS89] In 1989, the Department of
Energy (DOE) funded the CIAC (Computer Incident Advisory Capability) to handle computer
security incidents affecting DOE systensseHuLTz89]. Both teams have handled and resolved
many incidents and regularly issue alerts concerning new vulnerabilities and software defects.
Several other government and commercial organizations also created CSIRC[eiinsts,

[FEDELI91]. In 1990, the National Institute of Standards and Technology (NIST), in conjunction
with the CERT/CC, DOE’s CIAC, the National Aeronautics and Space Administration (NASA),
and other agency response teams, organized a cooperative activity known as the Forum of Inci-
dent Response and Security Teams (FIRST). The purpose of the Forum is to share technical
information and to foster further participation in incident-handling efforts by government, com-
mercial, and academic institutiopgesTtoo]. Refer to Appendix B for more information.

2UNIX is a registered trademark of AT&T.
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3. Issues in Establishing a CSIRC

This section describes some of the initial steps and issues in establishing a Computer Secu-
rity Incident Response Capability. While each agency has its own specific requirements, the
steps and issues listed here should be applicable to most environments. The issues center on
determining the initial goals of the CSIR effort, defining the CSIRC constituency, acquiring
agency support, effecting policies for centralized reporting, documenting procedures, and staffing.

3.1 Determining CSIR Goals

The first step in establishing an incident response capability is to determine whether the
nature of the computer security problem in the agency and how it could better be handled via a
CSIRC as opposed to an existing effort. From there, the goals of the CSIRC effort need to be
stated. The goals define the scope and boundaries of the effort, including the type of technology
to be protected and the constituency served. Establishing clear and realistic goals will help to
determine expectations of the management and the funding necessary.

A major objective of a CSIRC is to gain control of the security problem by taking a proac-
tive approach to the agency’s security problems and reacting to incidents as necessary. The goals
of a CSIRC might include some of the following:

« facilitate centralized reporting of incidents;

 coordinate response to incidents of a certain type or affecting a certain technology;
* provide direct technical assistance as needed,;

 perform training and raise security awareness of users and vendors;

* provide a clearinghouse for relevant computer security information;

 provide data and other inputs to the contingency planning effort;

* promote computer security policies within a constituency;

» develop or distribute software tools to the constituency;

» encourage vendors to respond to product-related problems; and

 provide liaisons to legal and criminal investigative groups.

Goals should be simple, unambiguous, and realistic. For example, the ability to perform
training might be too expensive for some organizations. Attempting to serve disparate constitu-
encies such as main-frana&d microcomputer users may be impractical depending on fiscal
constraints. Therefore, guard against adopting any overly ambitious or ambiguous goals.
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3.2 Defining the CSIRC Constituency

The CSIR goals determine the CSIR@anstituency The constituency is usually aligned
along a particular technology focus of the CSIRC, such as a particular type of computer operat-
ing system or network. However, if the constituency is defined to be an entire agency, the tech-
nology focus results in any computer technology in use by the agency, including mainframes,
personal computers, and associated networks. The size of the constituency and the diversity of
the technology focus thus determine the size and scope of the CSIRC effort. The more broad the
technology focus, the more important and expensive it will be to acquire staff with technical
expertise in every area.

3.2.1 Constituency Communications Issues

An important factor in choosing a constituency is whether there exists a means by which
the CSIRC and the constituency can communicate efficiently and rapidly, such as a centralized
computer network. The constituency will need to be in touch with the CSIRC to effect central-
ized reporting of incidents, to request assistance, or to request information about relevant aspects
of computer security. If some convenient or common means of communication is not available,
other means such as facsimile or printed information disseminated via mail could suffice or could
be used as a backup measure (however, the CSIRC’s ability to respond quickly to incidents
would be curtailed). Another issue in constituency communications is whether sensitive or clas-
sified information will be communicated; a means for trusted communications might be required
such as encryption devices or STU-III telephones.

3.2.2 Formal and Informal Constituency

In certain situations, a CSIRC will serve botifamal and aninformal constituency. The
CSIR goals determine the formal constituency, for example, a formal constituency of microcom-
puter users within a specified agency. However, the CSIRC could find itself serving an informal
constituency of multi-user system users from the same agency, microcomputer users from other
agencies, agency contractors, or users from the general public. This situation might arise be-
cause the CSIRC has become well-known and may be the only such capability within convenient
reach of the informal constituency. While the evolution of an informal constituency can be a
sign of the CSIRC’s success and effectiveness, it can also cause problems. A CSIRC could have
difficulty turning down requests from an informal constituency and thus find itself overwhelmed
with work. Also, the relations between agencies could be disrupted if, for example, Agency A’s
users prefer to directly contact Agency B’s CSIRC instead of going through Agency A’s own
computer security channels. Thus, a CSIRC needs to be aware of its requirements to serve its
formal constituency, despite pressures from other communities.

10
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3.3 Determining the Structure of the CSIRC Effort

A CSIRC structure can take different forms, depending on agency size, its diversity of tech-
nologies, and its geographical locations. When determining a structure, keep in mind the objec-
tives of centralized response and avoiding duplication of effort. From there, much will depend
on the size and diversity of the constituency and existing reporting and security practices at the
agency. Although there are many suitable structures for a CSIRC, the following paragraphs de-
scribe two general approaches.

3.3.1 Centralized, Distinct Organization

Certain environments may find it most practical to utilize a CSIRC that is separate from the
agency reporting structure. The CSIRC may operate in conjunction with existing security efforts,
but physically may be a separate group that can be contacted directly by agency users. This ap-
proach results in a highly centralized CSIRC which is most feasible when the constituency is
aligned along a centralized communications network.

Several working models for centralized and distinct CSIRC activities @@sHIA90],
[SCHULTZ90]. In the case of the CERT/CC and DOE’s CIAC, DARPA and DOE respectively
have created new organizations as opposed to augmenting existing ones. Although the two orga-
nizations are different, they share the same characteristics of being highly centralized, they oper-
ate without authority to enforce policies, and they are relatively small in size. Yet by virtue of
centralization, they are able to meet the needs of very large constituencies.

This model can be reworked in many ways to fit different circumstances. An agency or
site may be able to augment an existing computer security group with CSIR capabilities, such
that the group can operate as a discrete unit for the location. For certain environments, this ap-
proach is more cost-effective as much duplication of effort is avoided and centralized reporting is
rendered less complicated. Additionally, this structure lends itself to a contracted activity if
agency expertise is not available.

3.3.2 Decentralized, Distributed Organization

For a variety of reasons, certain environments may find it difficult or impractical to create a
CSIRC that is separate from the agency reporting structure or that is centralized into a separate
group. For example, the sensitivity of the agency’s operations may make it difficult to relinquish
any control to one CSIRC activity. Or, the diversity of the technology and resultant constituen-
cies may require a less unified approach. The existence of certain reporting and communications
structures may also make it more feasible for the CSIRC activity to be distributed among several
locations and levels of the agency.

11
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As an example, an agency could augment existing computer security capabilities, such as
help desks or site security offices, with CSIR capability. Each resultant CSIRC would specialize
in the needs of its local constituency. However, if the agency is large, many such CSIRCs might
be required, all needing to report to a centralized computer security capability. The centralized
capability may not require any incident handling expertise, but would minimally log all incidents
and facilitate communications among the lower-level CSIRCs; it could also coordinate contacts
with investigative agencies and the press. Existing management structures could be used to bub-
ble information up and down throughout the agerrspeLiol]. This model may work well in
certain environments, but could also result in some duplication of effort and prevent incidents
from being handled in a timely manner.

In summary, it is difficult to prescribe one best structure, as each agency has different re-
quirements. The objectives and goals of the CSIR effort may have to be adjusted somewhat with
existing practices and the nature of the agency; however too much compromise could result in an
unwieldy approach that may prove inefficient and too expensive.

3.4 Management Support and Funding

The establishment and operation of a CSIRC requires significant time and resources. With-
out proper support from management for the CSIRC effort and for policies such as centralized
reporting, an effective CSIRC is not possible. Furthermore, a "rogue” CSIRC may cause an
agency more harm that good and reduce the likelihood of funding for an approved CSIRC.

3.4.1 Funding and Staffing Issues

A CSIRC requires two types of funding: start-up and continued funding. Start-up funding
includes items such as computer equipment, new hires, communications facilities, and offices.
Continued funding includes items such as salary growth, inflation, travel, workshop and resource
center expenses, and equipment maintenance.

A CSIRC plan might calls for at least one manager and one or more technical staff mem-
bers. A basic level of staffing is required to accomplish all goals and avoid burn-out. Since it
may be difficult to identify all staffing costs at the outset, the following year’s funding estimates
should account for possible growth in staff.

Management should be presented with several alternative CSIRC configurations, with their

respective funding and staffing estimates. For example, a full CSIRC effort could be scaled back
and presented as an alternative, with the appropriate trade-offs noted.

12
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3.4.2 Effecting Centralized Reporting of Incidents

Once management support for the CSIRC is established, agency officials need to issue poli-
cies to direct the reporting of computer security-related problems to a central point of contact,
such as the CSIRC hotline or e-mail address. Centralized reporting is vital to the CSIRC’s abili-
ty to be effective; if the CSIRC is a single point of contact for its constituency, it is then possible
to respond to all incidents and to determine whether incidents are related. With centralized re-
porting, a CSIRC can also develop accurate statistics on the size, nature, and extent of the securi-
ty problems within the agency.

3.5 Creating a Charter

